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Abstract : As many systems depend on electronics, concern for fault tolerance is growing rapidly in the safety critical system such as
intelligent vehicle. In order to make system fault tolerant, there has been a body of research mainly from aerospace field including
predictive hybrid redundancy by Lee. Although the predictive hybrid redundancy has the fault tolerant mechanism to satisfy the fault
tolerant requirement of safety crucial system such as x-by-wire system, it suffers form the variability of prediction performance
according to the input feature of system. As an alternative to the prediction method of predictive hybrid redundancy for robust fault
tolerant, kalman prediction has attracted some attention because of its well-known and often-used with its structure called Kalman
hybrid redundancy. In addition, several numerical simulation results are given where the Kalman hybrid redundancy outperforms

with predictive smoothing voter.

Keywords : fault-tolerant, IAE (Integral of the Absolute magnitude of Error) performance index, intelligent vehicle, kalman hybrid
redundancy, predictive hybrid redundancy kalman filter, safety critical system
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19 3. Kalman hybrid redundancy2] A3 H& <alz]E.
Fig. 3. Fault detection algorithm of the Kalman hybrid redundancy.
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Fig. 4. MATLAB simulation model of Kalman hybrid redundancy.

{3 Function Block Parameters: Kalman Filter B

Kalman Filer

Esmma\e me H ur a dynam
is bla

tem from a series ur mwmp\e\e and/w e
aled state to predict the curient state. |t can also use the

turvenl measmamem S e

Alfters have the same state transition maiis, measurement mai, initisl concitions, and noise.

covaiance, but their state, measuiement, enable, and MSE signais are urique. Within the stete.

measursment, enable, and MSE sianals, each column carresponds to a filer.

Parameters

Nurnber of fiters: ]

Ensble fiters:  [Ahways =~

Irital contion for estimated state feccti
Iritid condiion for estinated eror covaranee: [Pepelll
State transiion matis: ]
Process neise covariance: [1eyelT)

Measurement matrix source:  [Specity via dielog ~|

Measurement matrix fm

hlessurement noise covariance: [ Tepe1]

Outputs

% Dutput estinsted messurement <Z_est | Ouput predicted messurement <Z_picb.
I~ Dutput estimated stae <X est> ™ Dutput predicted state <X_pid>

™ Dutput MSE of estimated stete <MSE_est> [~ Output MSE of predicted state <MSE_pich

o Comcel | Hob | b

7% 5. Kalman o|57] AlE#e]d 2
Fig. 5. MATLAB Kalman filter function block of Kalman

predictor.
TEskel Al BaelA HE sl T ATH4)[23].
o714, Aok e Adtgke wet FdE AdES
BE 1 A0 S50l U BEHoz YN A% T
She AE 4o Wiz gole). e ARe ATL 3
AT gt A Az H AolE M Hdl Y e

2 e Aot} o7, a7 oA Beola Hd 259 42
g AT 1.80VAEE Agto] A% 18 7oA B

WA <) 3
dola HE A5 15% Ak &AW &3 5ve] 15%21 075
oA - 0.75V) o w072V Fho] FUE 2.52v7}F H Ak

“}X]‘z}—i HE9 Ass vustr] A3 45 AREA
IAE(Integral of the Absolute magnitude of Error)S AF&-3F3ATH31].
kA o7 JAEE 2 (1) o] AR 49 ATE 7I+S

TAGE eake] A ghow Aokl IAETF AErE A%
= AAsHE sl $-FEE ougith o71A, ek)= AA
AR Beola Y 4lset HEelA Ads AAT 4l

5.9 Aol & oJm] gt}
IAE = ZAT ek )| 1)

k=1

a9 o AAA 7 67 e Aseh 3k Ay 1
4 A% 540] w3k 19 79 2L AEE T 9 A

52 3}o] Kalman hybrid redundancy®] Z3} 7
Wi gt} 23 ellA, Kalman hybrid redundancy

MO - 22 - AIARSS] ==2X M 14 &, A 11 = 2008. 11

w

o~

9%}
T

brake pedal siganl (V)

S}

0 100 200 300 400 500 600 700 800 900 1000
sampling time (ms)

9 6. Aol ZeHA| @2 Hefela Ale
Fig. 6. Example of simulated signal of a brake pedal without a fault.

&~ wn
%

brake pedal siganl (V)

=
=

0 100 200 300 400 500 600 700 800 900 1000

sampling time (ms)

a9 7.3 B 3 Aol ¥3hE HBeola 4w
Fig. 7. Example of simulated origin al of brake pedal signals with
transient and intermittent fault.

o

=

w
T

brake pedal siganl (V)

v |

0 .
0 100 200 300 400 500 600 700 800 900 1000
sampling time(ms)

19 8. g Aol x3E Hyo]a A%,
Fig. 8. Example of simulated origin al of brake pedal signals with
permanent fault.

i)
ol
2
Mo
[0
ﬂ?

o

~

o

m\l
—r rlg ot
> 3
1% ol rlo Ho

2 3}o] Kalman hybrid redundancy] A3+ #AA A2
3L ik 29ellA], Kalman hybrid redundancy ™ 01]? Joll
A FA4T Flosh A% A% daEES Betel 2 4 3
g Aokt 47 Aol xdd AzE Aesta, F A
of sAlell Agto] WAsl= Aol A9 HEr)E Fsted

5
9] ol AT o e @S st 3 A%




Journal of Institute of Control, Robotics and Systems Vol. 14, No. 11, November 2008 7

\
)
o

=
T

w

brake pedal siganl (V

o

{

0 100 200 300 400 500 600 700 800 900 1000
sampling time(ms)

a9 9.3 B3 Aol
redundancy 2}
Fig. 9. Brake pedal signal output of Kalman hybrid redundancy with

permanent fault.

53]

8l A%.9] Kalman hybrid

o

S
T

w

brake pedal siganl (V)

0 100 200 300 400 500 600 700 800 900 1000
sampling time(ms)

a9 10,7 2 A A7 Aol £ 59
Kalman hybrid redundancy 23}

Fig. 10. Brake pedal signal output of Kalman hybrid redundancy
with permanent fault and transient fault.

o

[0

AA s 7HE gRlsiivk ®gk Kalman  hybrid
redundancy] TAE A5 A57} 006798 133t d=,
a9 7o) Blo]m HY A5 746HANE] 748 A
Ao Agto] ¥stkw]o] Zbzk 284, 1459 1.80velH G+ 2
glo] ke 7 gellA] Hyo]la WY AT BT 0VARL
9] HP7NE AFNNZE Bt A5 FI(745)5 Fsto] &
7k 2,11, 2107} 2.09VE &3t} &, Ak Kalman hybrid
redundancy= 7F8 2 £3F Ayt o Aglo] dAE =
AgS AAT 5 lom A ot dZe Asto] Al
AR = FHoko] Aok do] AHEr|E Bte] Al2=Flo]

J

N

O 11 O3 73 22 £ 2 3 A3 548 7
= Az 2SS 10%= 133 Aejold ATES 5%
N 15%7H4] S7IAA 7HEA 53 Beola Y £
AT RRE AR Agk BE, FHgE BE9 Kalman
hybrid redundancy®] T1AE A% A4S Ve Qel17]. =
oA, gk BES] A AslhEo] Skl wel 1AE A4
S A7 FASMA F7Fe, A8EC] 15%Y W IAE 4%
A Fhol 33.8979S ERISIITE w3, Fhak 2Ee] A
%= Astso] T7Igl Wl 1AE ghol S7kshH, AgEol

=
=
Sl
&

&
S

—- Kalman hybrid redundancy
—&- median voter
—&- average voter

IAE index

w
S

20

A

>

5% 6% 7% 8% 9% 0% 1%  12%  13%  14% 15%
fault rate

a7 11, 28HE-S W3R A $- Kalman hybrid redundancy 2]
IAE As#]4= 23}
Fig. 11. IAE performance index of brake pedal signal of Kalman

hybrid redundancy for varying fault rate with a fault value
of 10%.

=
S

—-Kalman hybrid redundancy

—&— median voter

M- average voter
A
4 s
0

20
I./-//
5% 6% 7% 8% 9% 10% 11% 12% 13% 14% 15%

fault value

I 12, AgHakS WEAIZ] 7% Kalman hybrid redundancy 2]
IAE 4549 A3}

Fig. 12. IAE performance index of brake pedal signal of Kalman
hybrid redundancy for varying fault value with a fault rate
of 10%

TAE index

e

w
=3

15%Y Wl IAE A5 A7} 852498 ISt ST,
A$HE Kalman hybrid redundancys= Z3Hg-9] Wslol] 33F ¢l
o] dA4gt IAE @S 7HAH, Aol 15%4Y Wl IAE 4%
A7) 1.898% gk HEIY F3hgk 2Efl] nlste] gdlA
o= S IRtk & gk REV SRE 2E
A5, AgEe] Wslel] As] WztelA wkgels l Weke
Kalman hybrid redundancy= 23] Walsltale A4 9
S w1 a9 AT S s Ed
Kalman hybrid redundancy®] Kalman o|57]2] 4 A5 a4
o= st S A% AA F5e 7S gRlsith
T8 128 ATES 10%E TG AejolA d3ke 5%
AN 15%7H4] S7IAA 7HEA 53 Beola dY &
ANZERE AkE ey ®¥E, $70% BEH9 Kalman
hybrid redundancy®] TAE A% A5 e Ui17]. 1
Holl A, gk HEje} S0k HEw= Akl 15% o )
IAE 3ke] 22} 334029} 433802 ER1sISitl spAgh, AQt
% Kalman hybrid redundancyt= ZA3+gke] W3lol] gk Qlo] A
4%t IAE 42 7HA™, Adgkol 15%Y W IAE A5A 157}
12265 3tk REV S3HE 2Eol vgte] JojH o= vt



(o]

o

i=]

(3

gl

1337 7§ 145 9 79 A o 9 1 4% 5
Ae A AFoA Adgka A3
Beeola HE &9 ANZEXRE AXME Kalman  hybrid
redundancy 9} predictive hybrid redundancy®] IAE A% A|4E
vERar Itk 17 1394, Kalman hybrid redundancy®] 1AE
A% A4 predictive hybrid redundancy} H]:Lsle] Z )
30%(9% AE)NA Haz 15%(8% AeE)e d5 s
S =gty wak 1% 14904, Kalman hybrid
redundancy®] TAE 35 A<= predictive hybrid redundancy 2}
Hlarske] o} 30%(8% ZAEaholA Ha 7%(15% 232
5 e B ERlselnh

o|ite] AnpERE] A|2Fsk Kalman hybrid redundancy™= &%F
Al 1Y 7Rl etk e} Tk HE|Q} nlaste] A
Aoz ks Rl T3, ASVE AMEshe
predictive hybrid redundancy<} ¥] 18} Kalman hybrid redundancy
= Alzgle] QHEgke] EAol s WA e 5 A4
Aes 7S IlElth mEA, a7 EE AleEle] A
58 Aol %2 safety critical AlZ~ElolE Kalman hybrid

Lo
EEJQ

—&- predictive hybrid redundancy

TAE index

/,/4

2 — —¢-Kalman hybrid redundancy

0

5% 6% 7% 8% 9% 10% 1%  12% 13% 14%  15%

fault rate
% 13, AgES WekAZ] 79 Kalman hybrid redundancy<}
predictive hybrid redundancy 2] IAE 35X~ A3} v]al,
Fig. 13. Comparison of IAE performance index of Kalman hybrid

redundancy and predictive hybrid redundancy for varying
fault rate with a fault value of 10%.

(8}

—&- predictive hybrid redundancy
—-Kalman hybrid redundancy

et e

1 -~

P

TAE index

0

5% 6% 7% 8% 9% 10% 11% 12% 13% 14% 15%

fault value
a7 14, Ag3ks HEAIZ] 7-9- Kalman hybrid redundancy <}
predictive hybrid redundancy 2] TAE AJ54|4= A} 0|1l
Fig. 14. Comparison of IAE performance index of Kalman hybrid

redundancy and predictive hybrid redundancy for varying
fault value with a fault rate of 10%.

Mol - 22 - AMAESE ==X M 14 2, M 11 = 2008. 11

2 = 52 A ZF 8 Hes 87
safety critical Al2=%l2] A3} &8 PO slo]Hy]
2] Kalman hybrid redundancy S #|<Fs}33
hybrid redundancy S T-@3}7] 918t A4 J=gke] WslE
o|Z3}= Kalman <15719] AA W3 28-S A 4
3 e dugEs Atk rA w2, dubE]l HE
71l F1bk BEje; Hgk REjS; B =EelA] Aljket

v
i
=
£ .
8
5

Kalman hybrid redundancy®ll A= “35t== A3 54& 714
= A% N E FYste] Ass Wrkeielon, o 2

7HE glskolth mebd, Ak Kalman  hybrid
redundancyi= 7]=2] el wlske] e AEAES TP
TEH 7TEYS Fslth

=4 ABst 27k gl wheb,
§ Aol e Axwe] Aol S5
d57]& 7F2 Kalman hybrid redundancy”} predictive hybrid
redundancy 2.0} 24 3S g1}t

ael, B R AEHAS o183 Kalman
hybrid redundancy®] 35S AF3I7] wde] AAl g
= TEsGlE Aol 2T e EAld Ui aEE
4 QI Ee B =Rl ASE AF NEE A9
gk s Soks v Jefel A3 s vigk Swd

ul

[1] ©14%, 3w, o]a], «uld 7]yt Anpe ojols A|xw)
& A% ATY A Y el AL A5
A Z=8F8F =14, vol. 10, no. 7, pp. 649-657, 2004.

[2] K.S.YiandJ. T. Chung, ‘Nonlinear Brake Control for vehicle
CWI/CA System”, I[EEF/ASME Transaction on Mechatronics,
vol. 6 no. 1, pp. 17-25,2001.

B] A=, EHA, o)A, oA, It AARE Ao Ajl=

2 918 TTP VIEY = Al2=F9] 7171 AlojAs3}HA]

22B13-8F =14, vol. 13, no. 6, pp. 596-602, 2007.

[4] R.Isermann, R. Schwarz and S. Stolzl, “Fault-tolerant drive-by-
wire systems,” IEEE Control Systems Magazine, vol. 22, no. 5,

T o



Journal of Institute of Control, Robotics and Systems Vol. 14, No. 11, November 2008 9

pp. 64-81,2002.

[5] H.K.Sung, S. H. Lee and Z. Bien, “Design and implementation
of a fault tolerant controller for EMS systems,” Mechatronics,
vol. 15, no. 10, pp. 1253-1272, 2005.

[6] Jose Luis Garcia-Lapresta, “A general class of simple majority
decision rules based on linguistic opinions,” Information
sciences, vol. 176, no. 4, pp. 352-365, 2006.

[71 K. Goeva-Popstojanova and A. Grnarov, “N version
programming with majority voting decision: Dependability
modeling  and  evaluation,”  Microprocessing  and
Microprogramming, vol. 38, no. 1, pp. 811-818, 1993.

[8] Latif Shabgahi, G Bass and J. M. Bennett, “Efficient
implementation of inexact majority and median voters,”
Electronics Letters. vol. 36, no. 15, pp. 1326-1328, 2000.

[9] M.D.Kistic, M. K. Stojcev, G Lj. Djordjevic and I. D. Andrejic,
“A mid-value select voter,” Microelectronics and Reliability, vol.
45, no. 3, pp. 733-738, 2005.

[10] G Levitin and A. Lisnianski, ‘“Reliability optimization for
weighted voting system,” Reliability engineering & system
safety, vol. 71, no. 2, pp. 131-138,2001.

[11] Gregory Levitin, “Weighted voting systems: reliability versus
rapidity,” Reliability Engineering & System Safety, vol. 89, no. 2,
pp. 177-184,2005.

[12] G R. Latif-Shabgahi, “A novel algorithm for weighted average
voting used in fault tolerant computing systems,”
Microprocessors and Microsystems, vol. 28, no. 7, pp. 357-361,
2004.

[13] Q. Long, M. Xie, SH. Ng and Gregory Levitin, “Reliability
analysis and optimization of weighted voting systems with
continuous states input,” Ewropean Journal of Operational
Research, In Press, Corrected Proof, Available online 23, 2007.

[14] G L. Shabgahi, S. Bennett and J. M. Bass, “Smoothing voter: a
novel algorithm for handling multiple errors in fault-tolerant
control systems,” Microprocessors and Microsystems, vol. 27,
no. 7, pp. 303-313, 2003.

[15] O.Rooksa, M. Armbrusterb, A. Sulzmannc, G Spiegelberge and
U. Kiencke, “Duo duplex drive-by-wire computer system,”
Reliability Engineering & System Safety, vol. 89, no. 1, pp. 71-
80, 2005.

[16] G L. Shabgahi and A. J. Hirst, “A fuzzy voting scheme for
hardware and software fault tolerant systems,” Fuzzy Set and
Systems, vol. 150, no. 3, pp. 579-598, 2005.

[17] M. H. Kim, S. Lee and K. C. Lee, “Predictive hybrid
redundancy using exponential smoothing method for safety
critical systems,” International Journal of Control, Automation
and Systems, vol.6, no.1, pp.126-134, 2008.

(18] BFelE, ol@d, <ald g AR §18 g 7R
My EATATE 2007 FASHE A,
pp. 1973-1979, 2007.

[19] Olaf Moseler and Rolf Isermann, “Application of Model-Based
Fault Detection to a Brushless DC Motor,” IEEE Transaction of
Industrial Electronics, vol. 47, no. 5, pp. 1015-1020, 2000.

[20] H.K. Sung, S. H. Lee and Z. Bien, “Design and Implementation
of a Fault Tolerant Controller for EMS Systems,” Mechatronics,
vol. 15, no. 10, pp. 1253-1272, 2005.

[21] S. Wang and J. C. Sung, “Sensor-Fault Detection, Diagnosis and
Estimation for Centrifugal Chiller Systems Using Principal-
Component Analysis Method,” Applied Energy, vol. 82, no. 3,

pp. 197-213,2005.

[22] Kalman R. E., “A New Approach to Linear Filtering and
Prediction Problems,” Tiransaction of the ASME — Journal of
Basic Engineering, vol. 82(series D), pp. 35-45, 1960.

[23] B. W. Johnson, Design and Analysis of Fault-tolerant Digital
Systems, Addison-Wesley Publishing Company, 1989.

[24] J. C. Laprie (ED), Dependability: Basic Concepts and
Terminality, Springer, 1991.

[25] V. P. Nelson and B. D. Carroll, “Fault tolerant computing (A
tutorial),” Presented at the AIAA Fault Tolerant Computing
Workshop, pp. 8-10, 1982.

[26] J. C. Laprie (ED), Dependability: Basic Concepts and
Terminality, Springer, 1991.

[27] Mogens Blanke, Michel Kinnaert, jan Lunze and Marcel
Staroswiceki, Diagnosis and Fault-tolerant Control, Springer,
2006.

[28] R. E. Kalman, “A New Approach to Linear Filtering and
Prediction Problems,” Tiransaction of the ASME — Journal of
Basic Engineering, vol. 82(series D), pp. 35-45, 1960.

[29] G Welch and G Bishop, “An Introduction to the kalman filter,”
University of North Carolina at Chapel Hill, ACM Inc, 2001.

[30] A&, A Aol FHtistal 3, 2005.

[31] K. Astrom and T. Haqqlund, “PID Controller: Theory, design
and tuning,” International Society for Masurement and Control,
1995.



